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[bookmark: _Toc134538504]Change Log
	Version
	Responsible
	Feedback
	Region

	1.0
	Mauricio Galindo
	· Initial Version
	All

	1.1
	Mauricio Galindo
	· Language column is added in the parameter definition in the synchronous emission example
· Language column is added in the parameter definition in the asynchronous broadcast example
	All

	1.2
	Mauricio Galindo
	· A table is created for a change log
· The url is changed to obtain receipts issued through https://api.cdcstage.origon.cloud/api/comprobantes/filtro filters  to https://api.cdcstage.origon.cloud/api/comprobantes/filtros 
	All

	1.3
	Mauricio Galindo
	· Definition of contingency service
· Override Service Definition
	El Salvador

	1.4
	Mauricio Galindo
	· Added Location header to asynchronous response for voucher certification
	All

	1.5
	Mauricio Galindo
	· Voucher type is added to the links for the Asynchronous Voucher Certification access point response
· Added "voucher-type" parameter to the url in the Voucher Inquiry access point
· Voucher type parameter is added to the links for the access point response Query Voucher
· Added "voucher-type" parameter to the url in the Generate Pdf access point
· Added voucher type parameter to links for Access Point response Generate Pdf
	All

	1.6
	Mauricio Galindo
	· Definition is added for the endpoint of consulting receipts with the Public Prosecutor's Office
	El Salvador

	1.7
	Mauricio Galindo
	· Changed the result format for the status query endpoint
· The result is added to indicate the status of an asynchronous request on the endpoint to query the result of the processing, when the processing of the asynchronous request has not yet finished
	All

	1.8
	Mauricio Galindo
	· Added definition for endpoint output Voucher Certification by region
· Added definition for endpoint result Voucher query by region
· Added definition for endpoint result Query of Vouchers by Region
· Added definition for endpoint output Asynchronous result query by region
	All

	1.9
	Mauricio Galindo
	· URLs for QA and production environments are changed
	All

	1.10
	Mauricio Galindo
	· Added error structure for internal validations
	All

	1.11
	Mauricio Galindo
	· Implementation for issuance in Mexico
	Mexico

	1.12
	Mauricio Galindo
	· Definition of Input for Payroll and Withholdings from Stock Disposal, Dividends, Interest, and Retirement Plans
	Mexico

	1.13
	Mauricio Galindo
	· The url for the consumption of the api in the stage environment "api.cdcstage.origon.cloud" is changed
	All

	1.14
	Cosme García
	· Added definition for RADIAN Enablement endpoint
	Colombia

	1.15
	Mauricio Galindo
	· Endpoint created for cancellation flow
	Mexico

	1.16
	Mauricio Galindo
	· Document defining input and output parameters for Colombia is updated
	Colombia
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[bookmark: _Toc134538505]Introduction
This document details the design and complexity characteristics that define integration with the RESTful API service application services. It should be taken into account that some endpoints only apply to some specific regions, in which case you can see that region in the region column in the endpoint description.

[bookmark: _Toc134538506]Objective
Propose a software architecture oriented to RESTful services that expose functionality and integration between Interfactura's applications and its customers in a simple way. By implementing token-based security mechanisms using the OAuth 2.0 authorization protocol.

[bookmark: _Toc134538507]Scope
This document is limited to the functional description of protected resources that Interfactura exposes to its customers.




[bookmark: _Toc134538508]Definitions, descriptions and abbreviations

	Definitions
	Description

	API
	Application Programming Interface. It is a set of definitions and protocols that is used to develop and integrate application software

	REST
	Representational state transfer. This is a standard for software architecture interactive applications that typically use multiple web services.

	Restful
	Resource-based web services applying REST architecture.

	Addendum or Addendum
	Complementary information of a commercial nature that allows a receipt to be supplemented, although considering that this information does not generate an impact on the tax structure of the receipt.

	XML
	Extensible Markup Language. Standardized format for sending tax receipts.

	JSON
	JavaScript Object Notation. It is a lightweight format for data exchange.

	Voucher
	Document with fiscal value.

	Azure
	Set of cloud-exposed services such as active directories, Web Services, APIs, etc.

	Azure AD
	Active Directory in the cloud that allows the management of users in an organization






[bookmark: _Toc134538509]Architecture 
In this scenario, the Web API controllers act as resource servers. Having a resource for the issuance of OAuth 2.0 Security Tokens  by means of a username and password.
An authentication filter verifies that the request from the client contains a valid token obtained on the resource mentioned above, and the [Authorize] attribute is used to protect a resource. 
When a handler or action has the [Authorize] attribute, all requests to that handler or action must be authenticated. Otherwise, authorization is denied, and Web API returns a 401 (unauthorized) error.
Within the implementation of the Web API service, the use of SSL/TSL is required for all calls to both the Interinvoice Services and the Client's System, so that it is encrypted through the network. In the same way, the Web API must force certificate verification, port 443.
[bookmark: _Toc134538510]Communication through RESTful services
Interfactura's RESTful services support token-based authentication. This is because Interfactura provides a mechanism through the creation of a secure channel (using Secure Sockets Layer, SSL) between the client application and Interfactura's RESTful service. This allows you to securely send sensitive information to and from the RESTful service. SSL ensures the integrity and confidentiality of messages. 
For the issuance of Authentication Tokens, Interfactura uses the services exposed in Azure AD, which exposes an access point for the issuance of OAuth 2.0 authentication tokens  through client credentials, in such a way that before consuming an Interfactura service, a token must be requested and then attached to the request header.


[bookmark: _Toc134538511]Token Request
The following methods indicate the process for requesting authentication tokens.
[bookmark: _Toc134538512]Token Request
[bookmark: _Toc134538513]Definition 

	Method
	Action
	Request / Response Type
	URI Route (Example)

	POST
	Token
	Task<IHttpActionResult>
	https://login.microsoftonline.com/7f60a4ed-94ad-4a87-8872-92a5b4f9c046/oauth2/v2.0/token



Within the POST method, it will be necessary to receive the following Headers: 
· Content-Type: application/x-www-form-urlencoded 
The following values must be integrated into the message body: 
· grant_type: Siempre es de tipo client_credentials 
· client_id: Public Service Identifier 
· client_secret: Customer Identification 
· scope: Set of resources to be accessed
NOTE: The content must be listed as Form Url Encoded Content.
NOTE: You must request your client id and secret to consume the services
[bookmark: _Toc134538514]Sample Request
	POST /7f60a4ed-94ad-4a87-8872-92a5b4f9c046/oauth2/v2.0/token HTTP/1.1
Host: login.microsoftonline.com
Content-Type: application/x-www-form-urlencoded
Cache-Control: no-cache
Postman-Token: f1f396fd-0eac-8e9c-1c7b-7716b9d64fd9

grant_type=client_credentials&scope={scope}&client_id={client_id}&client_secret={client_secret}






The result of the POST request will result in a message indicating that the document was successfully validated and an HTTP code 200 Ok, Example:
	{
  "token_type": "bearer",
  "scope": "scope",
  "access_token":  "anHj9EkZim6VvPOkOr_3xI4WWPASEUohg4khCLEagaGJbxkujsGZxAwi1Xkwp-Ea5c9Tjz8-ZU_J0Xbpej6xsqWQpvyOWXWHmbEGXLqGEaKLgnZUpSORbD21GHHTJ0S5YBd0XoRXoJdk2Ld1mDkRelz7QZBg8rzJyIsFMr4usS15RX-MlSop_R_sfn53lCIn7NCjxEgxYl7mm2iOPbb-CDJ8rRq8vIgNqO8LNxZtk14tOtDj28gsxFlrDJfLzoJ8MzRSCu8Q8LNTph_Ve0RCSGQv3kPMOvbpt5u1W05-PYPCKyUNRyOo4-piP9HatqcKuIskL-j9vYxs_ XaqsSSRc610yek63nAk0UWuul90RcSXCG5Jw7FFxkjks1fFCypf-2NPCsxWHULAtUEtu99esfGzaxU58knhFomh43FjDZHsumapUtEKr11YOyErF0hhzwl_2ksSKpbzDn05fiZyaHSrRDmGlOAGKeJdtPbKTliIbtvC8AjOEWpDmLIvP4Gh",
  "expires_in": 3600,
  "ext_expires_in": 3600
  }



Where:
	Token Attribute
	Description

	access_token
	It is the session token generated according to the information provided and is the one that will be sent in each request to the RESTful validation APIs according to the validity of the same.

	token_type
	It is the type of Token that is being generated, in this case bearer tokens are generated

	expires_in
	This is the token expiration time.

	ext_expires_in
	This is the token expiration time.

	scope
	Set of resources requested access to



If the correct credentials are not sent, you will receive an HTTP 400 Bad Request error code with the following structure:
	{
  "error": "invalid_grant",
  "error_description": "The user name or password is incorrect."
}



[bookmark: _Toc134538515]Example of a C implementation#
	        using (var client = new HttpClient())
            {
                client. BaseAddress = new Uri("https://login.microsoftonline.com/");

                var param = new Dictionary<string, string>()
                {
                    { "grant_type", "client_credentials" },                 
                    { "client_id", "" },
                    { "client_secret", "" },
                    { "scope", "" }
                };

                var response = await client. PostAsync("organizations/oauth2/v2.0/token", new FormUrlEncodedContent(param));
                if (response. IsSuccessStatusCode)
                    return await response. Content.ReadAsStringAsync();  Here the obtained token is returned
                    
                else
                    return await response. Content.ReadAsStringAsync();  Here the error obtained is returned
                }
            }




[bookmark: _Toc134538516]Urls for resource consumption Interinvoice
· STAGE: https://api.cdcstage.origon.cloud/
· PRODUCTION: https://api.cdc.origon.cloud/
[bookmark: _Toc134538517]Defining Access Points
The following access points represent the operations that apply to each of the resources exposed in the API.
Note: All invoked methods must contain in the request header the token obtained with the methods mentioned in the previous point.
[bookmark: _Toc134538518]Certify Voucher
[bookmark: _Toc134538519]Definition 
Issuance of tax receipts certified by the tax authority.
	Method
	POST

	Action 
	Create

	Request / Response Type
	Task<IHttpActionResult>

	URI Route (Example)
	https://api.cdcstage.origon.cloud/api/comprobantes



Within the POST method, it will be necessary to receive the following Headers:
	Header
	Value

	Accept
	application/json

	Authorization
	Bearer {session token}

	Lang
	en-MX (default)



Within the Body of the message, the content of the json string must be integrated with the properties necessary for the certification of the document.



[bookmark: _Toc134538520]Example of a Synchronous Request
	POST /api/HTTP/1.1 Vouchers 
Host: api.cdcstage.origon.cloud 
Accept: application/json
Content-Length: 74
Authorization: Bearer yxP6OIIpp4JJCyS9HSP9AoCvvr2y9xBzBbA …

{
   /* Review document with the definition of input parameters according to the region in which you want to issue documents */
}

	



	Defining Input Parameters

	Region
	Language
	Location
	Document

	Mexico
	en-GB
	Index 2.1.1
	Appendix C

	Colombia
	en-CO
	Index 2.2.1
	Appendix B

	El Salvador
	en-SV
	Index 2.1.1
	Appendix A



The result of the POST request will result in a message indicating that the document was successfully certified and an HTTP code 200 Ok, Example:
	HTTP/1.1 200 OK
Content-Length: 354
Content-Type: application/json

{
     /* Review document with the definition of result according to the region in which you want to create vouchers */
}



	Definition of result

	Region
	Language
	Location
	Document

	Mexico
	en-GB
	Table of Contents 2.1.2
	Appendix C

	Colombia
	en-CO
	Table of Contents 2.1.2
	Appendix B

	El Salvador
	en-SV
	Table of Contents 2.1.2
	Appendix A



In case of any error, the following response would be received:
	[bookmark: _Hlk18488351]HTTP/1.1 200 OK
Content-Length: 354
Content-Type: application/json

{
  “model”” null,
  "message": null,
  "hasError": true,
  "errors": [
    {
      "errorCode": “CFDI33191”,
      "errorMessage": "The Tax field does not contain a value from the c_Impuesto catalog."
    }
  ],
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}

It could be the case that model is null or does not exist, so the error value should be taken




In case of any error due to internal validations of the platform, the following response would be received:
	HTTP/1.1 200 OK
Content-Length: 354
Content-Type: application/json

{
  “model”” null,
  "message": "The nit sent does not correspond to those registered on the platform",
  "hasError": true,
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}



In case of any unknown error, the following response will be received:
	HTTP/1.1 500 InternalServerError
Content-Length: 354
Content-Type: application/json

{
  "message": null,
  "hasError": true,
  "errorMessage": "A problem occurred while processing your request, please contact Interbill Support and provide the generated RequestId.",
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}

	

















[bookmark: _Toc134538521]Example of an Asynchronous Request
	POST /api/HTTP/1.1 Vouchers 
Host: api.cdcstage.origon.cloud 
Accept: application/json
Content-Length: 74
Authorization: Bearer yxP6OIIpp4JJCyS9HSP9AoCvvr2y9xBzBbA …

{
  /* Review document with the definition of input parameters according to the region in which you want to issue documents */
}

	



	Defining Input Parameters

	Region
	Language
	Location
	Document

	Mexico
	en-GB
	
	

	Colombia
	en-CO
	Table of Contents 2.1.3
	Appendix B

	El Salvador
	en-SV
	Table of Contents 2.1.3
	Appendix A



The result of the POST request will result in a message indicating that the request was accepted for asynchronous processing with an HTTP Code 202 Ok, Example:
The following Headers will be sent in the response:
	Header
	Value
	Description

	Location
	https://api.cdcstage.origon.cloud/api/status/d44a1d53-cf4e-4014-b7ad-95d054f2fe15
	Url to check processing status

	Retry-After
	60
	Indicates the time to wait between requests (in seconds)



	HTTP/1.1 202 Accepted
Content-Length: 354
Content-Type: application/json
Location: https://api.cdcstage.origon.cloud/api/status/d44a1d53-cf4e-4014-b7ad-95d054f2fe15

{
  "model": {
    "receivedCount": 2
  },
  "message": "Request executed successfully",
  "hasError": false,
  "errorMessage": null,
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}



In case of any error, the following response would be received:
	[bookmark: _Hlk63956317]HTTP/1.1 200 OK
Content-Length: 354
Content-Type: application/json

{
  “model”” null,
  "message": null,
  "hasError": true,
  "errorMessage": "A problem occurred while processing your request",
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}



	


In case of any unknown error, the following response will be received:
	HTTP/1.1 500 InternalServerError
Content-Length: 354
Content-Type: application/json

{
  "message": null,
  "hasError": true,
  "errorMessage": "A problem occurred while processing your request, please contact Interbill Support and provide the generated RequestId.",   
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}

	



[bookmark: _Toc134538522]Example of a C implementation#
	


















[bookmark: _Toc134538523]CFDI Stamping and Stamping
[bookmark: _Toc134538524]Definition
This access point is designed to seal and stamp a CFDI.
	Method
	POST

	Action 
	Stamping a CFDI

	Request / Response Type
	Task<IHttpActionResult>

	URI Route (Example)
	https://api.cdcstage.origon.cloud/api/cfdi/SellarYTimbrar



Within the POST method, it will be necessary to receive the following Headers:
	Header
	Value

	Accept
	application/json

	Authorization
	Bearer {session token}

	long
	en-MX (default)



[bookmark: _Toc134538525]Sample Request
	POST /api/cfdi/stamp/ 
Host: api.cdcstage.origon.cloud
Accept: application/json 
Content-Length: 74
Authorization: Bearer S9HSP9AoCvvr2y9xBzBbA 

{
  "folioReference": "Folio_001",
  “lob”:”API”
  "xml":"Document XML"
}

	




The result of the POST request will respond to an HTTP 200 Ok code with the information of the certified document.
	HTTP/1.1 200 OK
Content-Length: 43
Content-Type: application/json

{ 
    "model": {
        "cfdiXml": "XML Base 64",
        "cfdiPdf": null,
        "cfdiInfo": {
            "uuid": "af7ee333-9a72-4b73-a59a-30c989a95730",
            "closeLetterhead": "2022-08-03T19:22:18",
            "rfcIssuer": "RFC Issuer",
            "rfcReceptor": "RFC Receptor",
            "folio": "folio",
            "series": "series",
            "folioReference": "folio_001"
        },
        "OriginalChain": "Original Chain"
    },
    "message": "Request executed successfully",
    "hasError": false,
    "errorMessage": null,
    "requestId": "UUID"
}

	




In case of any generic error, the following response will be received:
	HTTP/1.1 500 InternalServerError
Content-Length: 354
Content-Type: application/json

{
  "message": null,
  "hasError": true,
  "errorMessage": "A problem occurred while processing your request, please contact Interbill Support and provide the generated RequestId.",
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}

	




















[bookmark: _Toc134538526]CFDI stamping
[bookmark: _Toc134538527]Definition
This access point is designed to stamp a CFDI.
	Method
	POST

	Action 
	Stamping a CFDI

	Request / Response Type
	Task<IHttpActionResult>

	URI Route (Example)
	https://api.cdcstage.origon.cloud/api/cfdi/stamp



Within the POST method, it will be necessary to receive the following Headers:
	Header
	Value

	Accept
	application/json

	Authorization
	Bearer {session token}

	long
	en-MX (default)



[bookmark: _Toc134538528]Sample Request
	POST /api/cfdi/stamp/ 
Host: api.cdcstage.origon.cloud
Accept: application/json 
Content-Length: 74
Authorization: Bearer S9HSP9AoCvvr2y9xBzBbA 

{
  "folioReference": "Folio_001",
  "xml":"Document XML"
}




The result of the POST request will respond to an HTTP 200 Ok code with the information of the certified document.
	HTTP/1.1 200 OK
Content-Length: 43
Content-Type: application/json

{ 
    "model": {
        "cfdiXml": "XML Base 64",
        "cfdiPdf": null,
        "cfdiInfo": {
            "uuid": "af7ee333-9a72-4b73-a59a-30c989a95730",
            "closeLetterhead": "2022-08-03T19:22:18",
            "rfcIssuer": "RFC Issuer",
            "rfcReceptor": "RFC Receptor",
            "folio": "100632",
            "serie": "F",
            "folioReference": "Folio_001"
        },
        "OriginalChain": "Original Chain"
    },
    "message": "Request executed successfully",
    "hasError": false,
    "errorMessage": null,
    "requestId": "UUID"
}

	




In case of any generic error, the following response will be received:
	HTTP/1.1 500 InternalServerError
Content-Length: 354
Content-Type: application/json

{
  "message": null,
  "hasError": true,
  "errorMessage": "A problem occurred while processing your request, please contact Interbill Support and provide the generated RequestId.",
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}

	



[bookmark: _Toc134538529]Consult receipt
[bookmark: _Toc134538530]Definition
This access point is designed to return a previously certified document.
	Method
	GET

	Action 
	Consult document

	Request / Response Type
	Task<IHttpActionResult>

	URI Route (Example)
	https://api.cdcstage.origon.cloud/api/comprobantes/{voucher-type}/{id}



Within the GET method, it will be necessary to receive the following Headers:
	Header
	Value

	Accept
	application/json

	Authorization
	Bearer {session token}

	long
	en-MX (default)



Parameters in URI:
	Name
	In
	Required
	Type
	Description

	{id}
	path
	Yes
	long
	Voucher ID

	{receipt-type}
	path
	Yes
	string
	Type of receipt to consult: invoice, credit note, debit note, salary receipt, account statement


[bookmark: _Toc134538531]Sample Request
	GET /api/receipts/invoice/125 HTTP/1.1 
Host: api.cdcstage.origon.cloud
Accept: application/json 
Content-Length: 74
Authorization: Bearer S9HSP9AoCvvr2y9xBzBbA …








The result of the GET request will respond to an HTTP 200 Ok code with the information of the certified document.
	HTTP/1.1 200 OK
Content-Length: 43
Content-Type: application/json

{
  /* Review document with the definition of result according to the region in which you want to create vouchers */
}

	



	Definition of result

	Region
	Language
	Location
	Document

	Mexico
	en-GB
	
	

	Colombia
	en-CO
	
	

	El Salvador
	en-SV
	Table of Contents 2.2.1
	Appendix A



In case of any error, the following response would be received
	HTTP/1.1 200 OK
Content-Length: 354
Content-Type: application/json

{
  "model": null,
  "message": null,
  "hasError": true,
  "errorMessage": "Cannot obtain the receipt if the customer is not registered",
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}



In case of any generic error, the following response will be received:
	HTTP/1.1 500 InternalServerError
Content-Length: 354
Content-Type: application/json

{
  "message": null,
  "hasError": true,
  "errorMessage": "A problem occurred while processing your request, please contact Interbill Support and provide the generated RequestId.",
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}

	


[bookmark: _Toc134538532]Implementation Example C#
	







[bookmark: _Toc134538533]Generate pdf
[bookmark: _Toc134538534]Definition
This method is designed to return the corresponding pdf of a certified voucher.
	Method
	GET

	Action 
	Generate Pdf

	Request / Response Type
	Task<IHttpActionResult>

	URI Route (Example)
	https://api.cdcstage.origon.cloud/api/pdfs/{tipo-comprobante}/{id}?zipped={zipped}&includeDocument={includeDocument}



Within the GET method, it will be necessary to receive the following Headers:
	Header
	Value

	Accept
	application/json

	Authorization
	Bearer {session token}

	long
	en-MX (default)



Parameters in URI:
	Name
	In
	Required
	Type
	Description

	{id}
	path
	Yes
	long
	Voucher ID

	{receipt-type}
	path
	Yes
	string
	Type of receipt to consult: invoice, credit note, debit note, salary receipt, account statement

	zipped
	query
	No
	boolean
	It indicates whether the result should be compressed. Default value (false)

	includeDocument
	query
	No
	boolean
	Indicates if the receipt should be included in the result, if so the return format will be zip. Default value (false)



[bookmark: _Toc134538535]Sample Request
	GET /api/pdfs/factura/125 HTTP/1.1 
Host: api.cdcstage.origon.cloud
Accept: application/json 
Content-Length: 74
Authorization: Bearer S9HSP9AoCvvr2y9xBzBbA …



The result of the GET request will respond to an HTTP 200 Ok code, as well as a pdf file with the information of the cfdi.
	HTTP/1.1 200 OK
Content-Length: 43
Content-Type: application/json

{
  "model": {
    "document": "base64 encoded",
    “isZipped”: false,    
    "links": [
      {
        "rel": "receipt",
        "href": "https://api.cdcstage.origon.cloud/api/comprobantes/factura/125",
        "action": "GET",
        "types": [
          "application/json"
        ]
      }
    ]
  },
  "message": "Request executed successfully",
  "hasError": false,
  "errorMessage": null,
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}

	



In case of any error, the following response would be received
	HTTP/1.1 200 OK
Content-Length: 354
Content-Type: application/json

{
  “model”” null,
  "message": null,
  "hasError": true,
  "errors": [
    {
      "errorCode": “CFDI33191”,
      "errorMessage": "The Tax field does not contain a value from the c_Impuesto catalog."
    }
  ],
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}



In case any of the attributes within the json is incorrect, the following response will be received:
	HTTP/1.1 400 BadRequest
Content-Length: 354
Content-Type: application/json

{
  "model": [{
     "id":"",
     "description":""
  }
  ],
  "message": null,
  "hasError": true,
  "errorMessage": "A problem occurred while processing your request",
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}

It could be the case that model is null or does not exist, so the value of errorMessage should be taken

	






In case of any generic error, the following response will be received:
	HTTP/1.1 500 InternalServerError
Content-Length: 354
Content-Type: application/json

{
  "message": null,
  "hasError": true,
  "errorMessage": "A problem occurred while processing your request, please contact Interbill Support and provide the generated RequestId.",
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}

	



[bookmark: _Toc134538536]Implementation Example C#
	



















[bookmark: _Toc134538537]Consultation of receipts
[bookmark: _Toc134538538]Definition
This method is designed to query according to indicated parameters and return receipts that match these filters.
	Method
	POST

	Action 
	Consultation

	Request / Response Type
	Task<IHttpActionResult>

	URI Route (Example)
	https://api.cdcstage.origon.cloud/api/comprobantes/filtros



Within the POST method, it will be necessary to receive the following Headers:
	Header
	Value

	Accept
	application/json

	Authorization
	Bearer {session token}

	Lang
	en-MX (default)



Within the Body of the message they must be integrated with the following values
[bookmark: _Toc134538539]Example request
	[bookmark: _Hlk63852141]POST /api/vouchers/HTTP filter/1.1 
Host: api.cdcstage.origon.cloud 
Accept: application/json
Content-Length: 74
Authorization: Bearer yxP6OIIpp4JJCyS9HSP9AoCvvr2y9xBzBbA …

{
  /* Review document with the definition of input parameters according to the region in which you want to consult documents */
}


End of the form
The result of the POST request will respond with an HTTP 200 Ok code, as well as a confirmation of receipt
	HTTP/1.1 200 OK
Content-Length: 43
Content-Type: application/json

{
    /* See document with the definition of the result, depending on the region where the vouchers are consulted */
}

	



	Definition of result

	Region
	Language
	Location
	Document

	Mexico
	en-GB
	Index 2.2
	Appendix C

	Colombia
	en-CO
	
	

	El Salvador
	en-SV
	Index 2.3.1
	Appendix A


[bookmark: _Toc134538540]Asynchronous voucher certification status query
[bookmark: _Toc134538541]Definition
This method is designed to check the status of the certification of vouchers asynchronously.
	Method
	GET

	Action 
	Consultation

	Request / Response Type
	Task<IHttpActionResult>

	URI Route (Example)
	https://api.cdcstage.origon.cloud/api/status/{id}



Within the POST method, it will be necessary to receive the following Headers:
	Header
	Value

	Accept
	application/json

	Authorization
	Bearer {session token}

	Lang
	en-MX (default)



Parameters in URI:
	Name
	In
	Required
	Type
	Description

	{id}
	path
	Yes
	guid
	Request ID



[bookmark: _Toc134538542]Example request
	POST /api/status/b12cc065-4d1d-45e8-8c94-8467cb51b832 HTTP/1.1 
Host: api.cdcstage.origon.cloud 
Accept: application/json
Content-Length: 74
Authorization: Bearer yxP6OIIpp4JJCyS9HSP9AoCvvr2y9xBzBbA …



End of the form
If the asynchronous processing was completed, the result of the request will respond to an HTTP 302 (Redirect) code.
Additionally, the following Headers will be returned:
	Header
	Value
	Description

	Location
	https://api.cdcstage.origon.cloud/api/comprobantes?requestId={requestId}
	Url to get the processing result




If the asynchronous processing has not been completed, the result of the request will respond with an HTTP code 202 (Accepted).
Additionally, the following Headers will be returned:
	Header
	Value
	Description

	Location
	https://api.cdcstage.origon.cloud/api/status/{id}
	Url to check processing status

	Retry-After
	60
	Indicates the time to wait between requests (in seconds)



	HTTP/1.1 202 Accepted
Content-Length: 43
Content-Type: application/json
Location: https://api.cdcstage.origon.cloud/api/status/d44a1d53-cf4e-4014-b7ad-95d054f2fe15
Retry-After: 60

{
  "model": {
    "statusId": 0,
    “status”: ”In Progress”
  },
  "message": "Request executed successfully",
  "hasError": false,
  "errorMessage": null,
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}

	















[bookmark: _Toc134538543]Query asynchronous request result
[bookmark: _Toc134538544]Definition
This access point is designed to return a previously certified document.
	Method
	GET

	Action 
	Check asynchronous request result

	Request / Response Type
	Task<IHttpActionResult>

	URI Route (Example)
	https://api.cdcstage.origon.cloud/api/comprobantes?requestId={id}



Within the GET method, it will be necessary to receive the following Headers:
	Header
	Value

	Accept
	application/json

	Authorization
	Bearer {session token}

	long
	en-MX (default)



Parameters in URI:
	Name
	In
	Required
	Type
	Description

	{requestId}
	query
	Yes
	guid
	Asynchronous request ID


[bookmark: _Toc134538545]Sample Request
	GET /api/comprobantes?requestId=231ac060-2f30-43d5-bfb4-fdd31c5f8167 HTTP/1.1 
Host: api.cdcstage.origon.cloud
Accept: application/json 
Content-Length: 74
Authorization: Bearer S9HSP9AoCvvr2y9xBzBbA …










The result of the GET request will respond to an HTTP 200 Ok code with the information of the certified documents.
	HTTP/1.1 200 OK
Content-Length: 43
Content-Type: application/json

{
    /* See document with the definition of the result, depending on the region where the vouchers are consulted */
}

	



	Definition of result

	Region
	Language
	Location
	Document

	Mexico
	en-GB
	
	

	Colombia
	en-CO
	
	

	El Salvador
	en-SV
	Table of Contents 2.4.1
	Appendix A



The result of the GET request will respond with an HTTP 200 Ok code and a message indicating that processing is in process, when the source request has not finished processing.
	HTTP/1.1 200 OK
Content-Length: 43
Content-Type: application/json

{
  "model": {
    "statusId": 0,
    “status”: ”In Progress”
  },
  "message": "Request executed successfully",
  "hasError": false,
  "errorMessage": null,
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}

	



Response with failed vouchers
	HTTP/1.1 200 OK
Content-Length: 354
Content-Type: application/json

{
  "model": {
    "successCount": 1,
    "errorCount": 1,
    "processedCount": 2,
    "documents": [
      {
        "document": "base64 encoded",
        "metadata": {
          "id": 125,
          "issuerTaxId": "",
          "receiverTaxId": "",
          "certificationDate": "2020-01-01",
          "CreationDate": "2020-01-01"
        },
        "links": [
          {
            "rel": "pdf",
            "href": "https://api.cdcstage.origon.cloud/api/pdfs/factura/125",
            "action": "GET",
            "types": [
              "application/pdf"
            ]
          }
        ]
      },
      {
        "document": null,
        "metadata": {
          "id": 126,
          "issuerTaxId": "",
          "receiverTaxId": ""
        },
        "errors": [
          {
            "errorCode": "CFDI33191",
            "errorMessage": "The Tax field does not contain a value from the c_Impuesto catalog."
          }
        ]
      }
    ]
  },
  "message": "Request executed successfully",
  "hasError": false,
  "errorMessage": null,
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}



In case of any generic error, the following response will be received:
	HTTP/1.1 500 InternalServerError
Content-Length: 354
Content-Type: application/json

{
  "message": null,
  "hasError": true,
  "errorMessage": "A problem occurred while processing your request, please contact Interbill Support and provide the generated RequestId.",
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}

	


[bookmark: _Toc134538546]Implementation Example C#
	
















[bookmark: _Toc134538547]Sent webhook information
[bookmark: _Toc134538548]Definition
For asynchronous voucher generation, it is possible to send a URL to where the information about the processing status and the result of the processing will be sent once the processing has been completed.
It is worth mentioning that the requirements listed below are those that the API consumer must have public from their side in order to send the information.
The client must indicate the type of security that the webhook will have, taking into account that at least the https protocol needs to be used.
	Method
	POST

	Action 
	Sent information asynchronous processing.

	Request / Response Type
	HTTP Code 200 (OK)

	URI Route (Example)
	https://web.hook.cliente/api/response (example)

NOTE: This url is provided by the client. This URL must be protected with https protocol at least.



Within the POST method, the following Headers will be sent:
	Header
	Value

	Accept
	application/json











[bookmark: _Toc134538549]Request Example for Asynchronous Operations Completed

	POST /api/response HTTP/1.1 
Host: web.hook.client
Accept: application/json 
Content-Length: 74

{
  "requestId": " cb9fb049-39b3-434e-95f9-4cf080b42a5c",
  "status": "Completed",
  "model": {
    "successCount": 1,
    "errorCount": 1,
    "processedCount": 2,
    "documents": [
      {
        "document": "base64 encoded",
        "metadata": {
          "id": 125,
          "issuerTaxId": "",
          "receiverTaxId": "",
          "certificationDate": "2020-01-01",
          "CreationDate4": "2020-01-01"
        },
        "links": [
          {
            "rel": "pdf",
            "href": "https://api.cdcstage.origon.cloud/api/pdfs/factura/125",
            "action": "GET",
            "types": [
              "application/pdf"
            ]
          }
        ]
      },
      {
        "document": null,
        "metadata": {
          "id": 126,
          "issuerTaxId": "",
          "receiverTaxId": "",
          "certificationDate": "2020-01-01",
          "CreationDate4": "2020-01-01"
        },
        "links": [
          {
            "rel": "pdf",
            "href": "https://api.cdcstage.origon.cloud/api/pdfs/126",
            "action": "GET",
            "types": [
              "application/pdf"
            ]
          }
        ]
      }
    ]
  }
}

	










[bookmark: _Toc134538550]Request Example for Asynchronous Operations Completed with Failed Documents

	POST /api/response HTTP/1.1 
Host: web.hook.client
Accept: application/json 
Content-Length: 74

{
  "requestId": " cb9fb049-39b3-434e-95f9-4cf080b42a5c",
  "status": "Completed",
  "model": {
    "successCount": 1,
    "errorCount": 1,
    "processedCount": 2,
    "documents": [
      {
        "document": "base64 encoded",
        "metadata": {
          "id": 125,
          "issuerTaxId": "",
          "receiverTaxId": "",
          "certificationDate": "2020-01-01",
          "CreationDate": "2020-01-01"
        },
        "links": [
          {
            "rel": "pdf",
            "href": "https://api.cdcstage.origon.cloud/api/pdfs/factura/125",
            "action": "GET",
            "types": [
              "application/pdf"
            ]
          }
        ]
      },
      {
        "document": null,
        "metadata": {
          "id": 126,
          "issuerTaxId": "",
          "receiverTaxId": ""
        },
        "errors": [
          {
            "errorCode": "CFDI33191",
            "errorMessage": "The Tax field does not contain a value from the c_Impuesto catalog."
          }
        ]
      }
    ]
  }
}



[bookmark: _Toc134538551]Request Example for Asynchronous Operations Not Completed

	POST /api/response HTTP/1.1 
Host: web.hook.client
Accept: application/json 
Content-Length: 74

{
  "requestId": "cb9fb049-39b3-434e-95f9-4cf080b42a5c",
  "status": "In progress",
  "links": [
    {
      "rel": "self",
      "href": "https://api.cdcstage.origon.cloud/api/status/cb9fb049-39b3-434e-95f9-4cf080b42a5c",
      "action": "GET",
      "types": [
        "application/json"
      ]
    }
  ]
}





The result of the POST request should return an HTTP 200 OK code in response 
	HTTP/1.1 200 OK
Content-Type: application/json



The information will be sent to the webhook as long as the asynchronous operation has not been completed. It is the customer's responsibility to capture every request received and keep the status of the asynchronous operation on their side. Once the asynchronous operation is completed, no more information will be sent.
If you need to check the status of the asynchronous operation once it has been completed, you can use the links that were provided in each request.
[image: ]











[bookmark: _Toc134538552]Contingency Service
[bookmark: _Toc134538553]Definition
The contingency service is the component that will enable the issuing taxpayer to be able to send DTEs that have been issued during a force majeure event that makes it impossible to transmit such files for verification.
	Method
	POST

	Action 
	He sent contingency information.

	Request / Response Type
	HTTP Code 200 (OK)

	URI Route (Example)
	https://api.cdcstage.origon.cloud/api/contingencias

	Region
	El Salvador



Within the POST method, the following Headers will be sent:
	Header
	Value

	Accept
	application/json

	Authorization
	Bearer {session token}

	long
	en-MX (default)













[bookmark: _Toc134538554]Sample Request to Send a Contingency

	POST /api/contingencies HTTP/1.1 
Host: api.cdcstage.origon.cloud
Accept: application/json 
Content-Length: 74
Authorization: Bearer S9HSP9AoCvvr2y9xBzBbA …

{
  "sender": {
    "nit": "47924168407237",
    "billing number": "221024871",
    "name": "ABCDEFGHIJKLMNOPQRSTUVWXY",
    "responsiblenumber": "ABCDEFGH",
    "typeResponsibleDocument": 671,
    "numberResponsibleDocument": "ABCDEFGHIJKLMNOP",
    "Establishment type": "04",
    "Establishment Name": "ABCDEFGHIJK",
    "EstablishmentCode": "ABCDEFGHI",
    "codigoPuntoVenta": "ABCDEFGHI",
    "noPhone": "ABCDEFGH",
    "correoElectronico": "ABCDEFGHIJKLMNOPQRSTUVWXYZABC"
  },
  "detalleDTE": [
    {
      "noItem": 151,
      "codigoGeneracion": "04347885-E79D-BF6C-50FB-25DBAFDF2E05",
      "tipoDoc": "08"
    }
  ],
  "reason": {
    "StartDate": "ABCDEFGHIJKLMN",
    "fechaFin": "ABCDEFGHIJKLMNOPQ",
    "StartTime": "07:06:56",
    "horaFin": "08:38:0",
    "Contingency Type": 790,
    "reasonContingency": "ABCDE"
  }
}

	



[image: ]










The result of the POST request will respond with an HTTP 200 Ok code indicating whether the contingency was received.
	HTTP/1.1 200 OK
Content-Length: 43
Content-Type: application/json

{
  "model": {
    "status": "RECEIVED",
    "dateTime": "23/03/2021 10:09:18",
    "message": "Document received",
    "numeroValidacion": "202197AF602319654B9C95A5ECA40DAE13AEFB5N",
    "Remarks": []
  },
  "message": "Request executed successfully",
  "hasError": false,
  "errorMessage": null,
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}

	



The result of the POST request will respond with an HTTP 200 Ok code indicating if the contingency had any errors.
	HTTP/1.1 200 OK
Content-Length: 43
Content-Type: application/json

{
  "model": {
    "status": "REJECTED",
    "timedate": "03/23/2021 09:59:12",
    "message": "Validations not passed",
    numeroValidacion: null,
    "Observations": 
    [
      "The date and time of transmission is outside the allowable range of (+ or -) 30 minutes,"
      "The biller number does not correspond to the one registered in the database.",
      "Validation error"
    ]
  },
  "message": "Request executed successfully",
  "hasError": false,
  "errorMessage": null,
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}

	 












[bookmark: _Toc134538555]Cancellation Service
[bookmark: _Toc134538556]Definition
The cancellation service is the component that will enable the issuing taxpayer to be able to send the cancellation of a previously sent DTE document.
	Method
	POST

	Action 
	Sent cancellation information.

	Request / Response Type
	HTTP Code 200 (OK)

	URI Route (Example)
	https://api.cdcstage.origon.cloud/api/anulaciones

	Region
	El Salvador



Within the POST method, the following Headers will be sent:
	Header
	Value

	Accept
	application/json

	Authorization
	Bearer {session token}

	long
	en-MX (default)














[bookmark: _Toc134538557]Sample Request to Submit a Cancellation

	POST /api/HTTP/1.1 overrides 
Host: api.cdcstage.origon.cloud
Accept: application/json 
Content-Length: 74
Authorization: Bearer S9HSP9AoCvvr2y9xBzBbA …

{
  "sender": {
    "nit": "47924168407237",
    "BillingNumber": "221024871",
    "name": "ABCDEFGHIJKLMNOPQRSTUVWX",
    "Establishment type": 55,
    "phone": ";+4; 2+; 98",
    "correo": "ABCDEFGHIJKLMNOPQRSTUVWXYZABC",
    "EstablishmentCode": "ABC",
    "pointSale": "ABCDEFGHIJK",
    "Establishment Name": null
  },
  "document" means {
    """tipoDte"":""02"","
    "codigoGeneracion": "30ACCCFB-DCE7-D2BA-E1C3-F98FDA6C3E68",
    "selloValidacion": "375F7E13L0PK3WLQVME1V92G2GT5A8Z7CP5M20U0",
    'ControlNumber': 'DTE-03-40504-606169307876756',
    "fechaEmicion": "ABCDEFGHIJKLMNOPQRST",
    "montoIva": 38.75
  },
  "receptor": {
    "DocumentType": 835,
    "DocumentNumber": "ABCDEFGHIJKLM",
    "BillerNumber": null,
    "name": "ABCDEFGHIJKLMNOPQRSTUV",
    "phone": "0++84;+2",
    "mail": "ABCDEFGHIJKL"
  },
  "reason": {
    "TypeCancellation": 464,
    "motivoAnulacion": "ABCDEFGHIJKLMNOPQ",
    "responsiblenumber": "ABCDEFGH",
    "typeResponsibleDocument": 886,
    "numberResponsibleDocument": "ABCDEFGHIJKLMNOPQ",
    "nameRequests": "ABCDEFGHIJKLMNO",
    "typeDocumentRequests": 977,
    "numberDocumentRequests": "ABCD"
  }
}

	



[image: ]








The result of the POST request will respond with an HTTP 200 Ok code indicating whether the contingency was received.
	HTTP/1.1 200 OK
Content-Length: 43
Content-Type: application/json

{
  "model": {
    "version": 1,
    "environment": "00",
    "versionApp": 1,
    "status": "PROCESSED",
    "codigoGeneracion": "CF89B21E-4268-4711-832D-8A54866B1763",
    "numValidacion": "20206DFFF66F78D247F7A66D155E68FC7318UADD",
    "fhProcessing": "11/08/2020 09:50.52",
    "codigoMsg": "001",
    "descriptionMsg": "Cancellation Received and Processed",
    "Remarks": []
  },
  "message": "Request executed successfully",
  "hasError": false,
  "errorMessage": null,
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}

	



The result of the POST request will respond with an HTTP 200 Ok code indicating if the contingency had any errors.
	HTTP/1.1 200 OK
Content-Length: 43
Content-Type: application/json

{
  "model": {
    "version": 1,
    "environment": "00",
    "versionApp": 1,
    "status": "REJECTED",
    "codigoGeneracion": "CF89B21E-4268-4711-832D-8A54866B1763",
    "numValidacion": null,
    "fhProcessing": null,
    "codigoMsg": "ERROR_CODIGO",
    "descriptionMsg": "ERROR_DESCRIPCION",
    "observations": [
    "The date and time of transmission is outside the allowable range of (+ or -) 30 minutes,"
    "The biller number does not correspond to the one registered in the database.",
    "Validation error"
    ]
  },
  "message": "Request executed successfully",
  "hasError": false,
  "errorMessage": null,
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}










[bookmark: _Toc134538558]Consult Ministry of Finance Receipts
[bookmark: _Toc134538559]Definition
Consultation of documents submitted to the Ministry of Finance.
	Method
	GET

	Action 
	Check receipts.

	Request / Response Type
	HTTP Code 200 (OK)

	URI Route (Example)
	https://api.cdcstage.origon.cloud/api/comprobantes/mh/comprobantes?GenerationCode=10a9ecbd-04ea-4b45-8935-ebfbd3b28538

	Region
	El Salvador



Within the POST method, the following Headers will be sent:
	Header
	Value

	Accept
	application/json

	Authorization
	Bearer {session token}

	long
	en-MX (default)



[bookmark: _Toc134538560]Sample Request to Submit a Cancellation

	GET /api/comprobantes/mh/comprobantes?codigoGeneracion=10a9ecbd-04ea-4b45-8935-ebfbd3b28538 HTTP/1.1 
Host: api.cdcstage.origon.cloud
Accept: application/json 
Content-Length: 74
Authorization: Bearer S9HSP9AoCvvr2y9xBzBbA …

	



The result of the POST request will respond with an HTTP 200 Ok code indicating whether the contingency was received.
	HTTP/1.1 200 OK
Content-Length: 43
Content-Type: application/json

{
    "model": {
        "status": "PROCESSED",
        "GenerationCode": "10a9ecbd-04ea-4b45-8935-ebfbd3b28538",
        "numValidacion": "202107E680DD7FC749A6A599BDEA9665FBD1FTUO",
        "Processing date": "05/24/2021 09:10:47",
        "Remarks": []
    },
    "message": "Request executed successfully",
    "hasError": false,
    "errorMessage": null,
    "requestId": "b6cd3162-94b3-4b52-9b6d-9068039b0e8f"
}

	



The result of the POST request will respond with an HTTP 200 Ok code indicating if the contingency had any errors.
	HTTP/1.1 200 OK
Content-Length: 43
Content-Type: application/json

{
    "model": {
        "estado": "Error",
        "GenerationCode": "00000000-0000-0000-0000-000000000000000000",
        "numValidacion": null,
        "ProcessingDate": null,
        "observations": [
            {
                "type": "Error",
                "codigo": "301",
                "message": "Document not found."
            }
        ]
    },
    "message": "Request executed successfully",
    "hasError": true,
    "errorMessage": null,
    "requestId": "5b437592-5a84-4450-bd2d-ece4336296f0"
}


















[bookmark: _Toc134538561]Issuer Affiliation Colombia
[bookmark: _Toc134538562]Definition
Enroll for an issuer.
	Method
	POST

	Action 
	Affiliation Colombia.

	Request / Response Type
	HTTP Code 200 (OK)

	URI Route (Example)
	https://api.cdcstage.origon.cloud/api/col/issuer/AfiliarEmisor

	Region
	Colombia



Within the POST method, the following Headers will be sent:
	Header
	Value

	Accept
	application/json

	Authorization
	Bearer {session token}

	long
	en-CO



[bookmark: _Toc134538563]Sample Request for Issuer Affiliation in Colombia

	GET /api/col/issuer/HabilitacionRadian?nit=123456789 HTTP/1.1 
Host: api.cdcstage.origon.cloud
Accept: application/json 
Content-Length: 74
Authorization: Bearer S9HSP9AoCvvr2y9xBzBbA …

	
{
  "nit": 365221458,
"company name": "ATEB de Prueba",
"email": "soporte@interfactura.com",
"OrganizationType": "3",
"noValidar": "false"
"address": "58th Street",
"codigoPostal": "102030",
"codMunicipio": "03",
"municipality": "Medellín",
"part-code": "04",
"department": "Antioquia",
"regimen": "49",
"testSetId": "efb4759d-9255-4a52-8ec1-f1f12f2800d3",
"responsibility": "string",
"regimen": "string",
"servicesBroadcast": [
    "FacturaElectronica", "RADIAN"
  ]}



The result of the POST request will respond to an HTTP 200 Ok code indicating whether the enablement was successful.
	HTTP/1.1 200 OK
Content-Length: 43
Content-Type: application/json

{
    "model": {
        "riEmisor": "57000139",
        "DateRegistration": "2021-12-07T10:10:08",
        "ATEB company": "0036522145",
        "userID": "0036522145",
        "password": "Rt#3DGMQ",
        "ATEB registered": true,
        "hasPrefixes": false,
        "hasCSD": true,
        "provisioned": true,
        "resolutions": null,
        "nit": 365221458,
        "company name": "ATEB de Prueba",
        "email": "cosme.garcia@interfactura.com",
        "OrganizationType": "3",
        "address": "58th Street",
        "codigoPostal": "102030",
        "codMunicipio": "03",
        "municipality": "Medellín",
        "part-code": "04",
        "department": "Antioquia",
        "responsibility": null,
        "regimen": null,
        "servicesIssue": null,
        "validity": null,
        "testSetId": null
    },
    "message": "Request executed successfully",
    "hasError": false,
    "errorMessage": null,
    "requestId": "efb4759d-9255-4a52-8ec1-f1f12f2800d3"
}

	



The result of the POST request will respond to an HTTP 200 Ok code indicating if the enablement had any errors.
	HTTP/1.1 200 OK
Content-Length: 43
Content-Type: application/json

{
    "message": null,
    "hasError": true,
    "errors": [
        {
            "errorCode": "GE-001",
            "errorMessage": "It was not possible to affiliate the COFIDI WebAPI client: Ew_E+The regime value is not a valid value, please verify the information sent"
        }
    ],
    "requestId": null,
    "errorMessage": null
}



[bookmark: _Toc134538564]Customer Affiliation
[bookmark: _Toc134538565]Definition 
Enroll a customer.
	Method
	POST

	Action 
	Affiliation Colombia.

	Request / Response Type
	HTTP Code 200 (OK)

	URI Route (Example)
	https://api.cdcstage.origon.cloud/api/col/Configure/NewCustomer

	Region
	Colombia



Within the POST method, the following Headers will be sent:
	Header
	Value

	Accept
	application/json

	Authorization
	Bearer {session token}

	Long
	en-CO




[bookmark: _Toc134538566]Sample request for a customer affiliation in Colombia
	
{
    "nit": 7954686241,
    "companyname": "Customer-Test3",
    "email": "gparango@bancolombia.com.co",
    "OrganizationType": "3",
    "Address": "Calle 58 # 69-87",
    "codigoPostal": "365221",
    "noValidate": "true",
    "codMunicipio": "x",
    "municipality": "x",
    "codDepartamento": "",
    "department": "x",
    "regime": "49",
    "testSetId": "DEADASDIJMND01125",
}



The result of the POST request will respond with an HTTP 200 Ok code indicating whether the affiliation was successful.
	HTTP/1.1 200 OK
Content-Length: 43
Content-Type: application/json

{
    "model": {
        "riEmisor": "57000139",
        "DateRegistration": "2021-12-07T10:10:08",
        "ATEB company": "0036522145",
        "userID": "0036522145",
        "password": "Rt#3DGMQ",
        "ATEB registered": true,
        "hasPrefixes": false,
        "hasCSD": true,
        "provisioned": true,
        "resolutions": null,
        "nit": 365221458,
        "company name": "ATEB de Prueba",
        "email": "cosme.garcia@interfactura.com",
        "OrganizationType": "3",
        "address": "58th Street",
        "codigoPostal": "102030",
        "codMunicipio": "03",
        "municipality": "Medellín",
        "part-code": "04",
        "department": "Antioquia",
        "responsibility": null,
        "regimen": null,
        "servicesIssue": null,
        "validity": null,
        "testSetId": null
    },
    "message": "Request executed successfully",
    "hasError": false,
    "errorMessage": null,
    "requestId": "efb4759d-9255-4a52-8ec1-f1f12f2800d3"
}

	



The result of the POST request will respond to an HTTP 200 Ok code indicating if the enablement had any errors.
	{
    "codigo": "BR-003",
    "message": "The NIT: '9017913110' had already been registered with the Company Name: 'PUNTOS COLOMBIA',
     he was assigned the IR: '57000025'",
    "detail": "Previously provisioned"
}
	


NewCustomer Field Structure
[bookmark: _MON_1718799944][image: ]

[bookmark: _Toc134538567]RADIAN Rating
[bookmark: _Toc134538568]Definition
Enable a transmitter in RADIAN.
	Method
	POST

	Action 
	Radian Habilitation.

	Request / Response Type
	HTTP Code 200 (OK)

	URI Route (Example)
	https://api.cdcstage.origon.cloud/api/col/issuer/HabilitacionRadian?nit=123456789

	Region
	Colombia



Within the POST method, the following Headers will be sent:
	Header
	Value

	Accept
	application/json

	Authorization
	Bearer {session token}

	long
	en-CO



[bookmark: _Toc134538569]Sample Request for Enablement in Radian

	GET /api/col/issuer/HabilitacionRadian?nit=123456789 HTTP/1.1 
Host: api.cdcstage.origon.cloud
Accept: application/json 
Content-Length: 74
Authorization: Bearer S9HSP9AoCvvr2y9xBzBbA …

	
{
  “invoiceBase64”: “SODO8HlLHlhbupie9HSP9AoCvvr2y9xBzBbA …”
}



The result of the POST request will respond to an HTTP 200 Ok code indicating whether the enablement was successful.
	HTTP/1.1 200 OK
Content-Length: 43
Content-Type: application/json

{
    "model": {
       "idProceso": "3fa85f64-5717-4562-b3fc-2c963f66afa6",
       "result": "OK",
       "tests": [
       {
          "stepName": "string",
          "status": "OK",
          "message": "string"
       }]
    },
    "message": "Request executed successfully",
    "hasError": false,
    "errorMessage": null,
    "requestId": "b6cd3162-94b3-4b52-9b6d-9068039b0e8f"
}

	



The result of the POST request will respond to an HTTP 200 Ok code indicating if the enablement had any errors.
	HTTP/1.1 200 OK
Content-Length: 43
Content-Type: application/json

{
    "message": null,
    "hasError": true,
    "errorMessage": "Complete information was not received to process the request",
    "requestId": "5b437592-5a84-4450-bd2d-ece4336296f0"
}



[bookmark: _Toc134538570]Request for cancellation of voucher
[bookmark: _Toc134538571]Definition 
Request the cancellation of a tax receipt.
	Method
	POST

	Action 
	Create

	Request / Response Type
	Task<IHttpActionResult>

	URI Route (Example)
	https://api.cdcstage.origon.cloud/api/cancelaciones



Within the POST method, it will be necessary to receive the following Headers:
	Header
	Value

	Accept
	application/json

	Authorization
	Bearer {session token}

	long
	en-MX (default)



Within the Body of the message, the content of the json string must be integrated with the properties necessary for the cancellation of the document.
[bookmark: _Toc134538572]Sample Request
	POST /api/cancellations HTTP/1.1 
Host: api.cdcstage.origon.cloud 
Accept: application/json
Content-Length: 74
Authorization: Bearer yxP6OIIpp4JJCyS9HSP9AoCvvr2y9xBzBbA …
{ 
/* Review document with the definition of input parameters according to the region in which you want to cancel documents */ 
}


	




	Defining Input Parameters

	Region
	Language
	Location
	Document

	Mexico
	en-GB
	Index 2.3.1
	Appendix C

	
	
	
	

	
	
	
	



The result of the POST request will result in a message indicating that the document was successfully canceled and an HTTP code 200 Ok, Example:
	HTTP/1.1 200 OK
Content-Length: 354
Content-Type: application/json

{
     /* Review document with the definition of result according to the region in which you want to create vouchers */
}



	Definition of result

	Region
	Language
	Location
	Document

	Mexico
	en-GB
	Table of Contents 2.3.2
	Appendix C

	
	
	
	

	
	
	
	



In case of any error due to internal validations of the platform, the following response would be received:
	HTTP/1.1 200 OK
Content-Length: 354
Content-Type: application/json

{
  “model”” null,
  "message": "The nit sent does not correspond to those registered on the platform",
  "hasError": true,
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}



In case of any unknown error, the following response will be received:
	HTTP/1.1 500 InternalServerError
Content-Length: 354
Content-Type: application/json

{
  "message": null,
  "hasError": true,
  "errorMessage": "A problem occurred while processing your request, please contact Interbill Support and provide the generated RequestId.",
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}

	





[bookmark: _Toc134538573]Check receipt cancellation status
[bookmark: _Toc134538574]Definition 
Check the status of the cancellation of a tax receipt.
	Method
	POST

	Action 
	Create

	Request / Response Type
	Task<IHttpActionResult>

	URI Route (Example)
	https://api.cdcstage.origon.cloud/api/cancelaciones/estatus



Within the POST method, it will be necessary to receive the following Headers:
	Header
	Value

	Accept
	application/json

	Authorization
	Bearer {session token}

	long
	en-MX (default)



Within the Body of the message, the content of the json string must be integrated with the properties necessary for the certification of the document.
[bookmark: _Toc134538575]Sample Request
	POST /api/cancellations/HTTP status/1.1 
Host: api.cdcstage.origon.cloud 
Accept: application/json
Content-Length: 74
Authorization: Bearer yxP6OIIpp4JJCyS9HSP9AoCvvr2y9xBzBbA …

{
   /* Review document with the definition of input parameters according to the region in which you want to cancel documents */
}

	



[bookmark: _Toc134538576]Radian Event Status Check 
[bookmark: _Toc134538577]Definition 
Check the status of an invoice in Radian events 
	Method
	POST

	Action 
	Create

	Request / Response Type
	Task<IHttpActionResult>

	URI Route (Example)
	https://api.cdcqa.origon.cloud/api/col/cfdi/CUFE



Within the POST method, it will be necessary to receive the following Headers:
	Header
	Value

	Accept
	application/json

	Authorization
	Bearer {session token}

	Long
	Es-CO



[bookmark: _Toc134538578]Sample Request
	

ff10294307c0d6618316080600bf0bddb62ebd8a2235285b2887252b679aef5f57305e0cbeab59ba9d571c21d3562be2


	



The result of the POST request will result in a message indicating that the request was successfully executed, Example:
	{
  "model": {
    "result": "OK",
    "idProcesoEmision": "4963740f-9588-4603-95ed-05436c38aa3f",
    "documento": "<?xml version=\"1.0\" encoding=\"utf-8\"?>\r\n<DianResponse xmlns:xsd=\"http://www.w3.org/2001/XMLSchema\" xmlns:xsi=\"http://www.w3.org/2001/XMLSchema-instance\">\r\n\t<ExtensionData />\r\n\t<ErrorMessage>\r\n\t\t<string>Regla: SinCódigo, Notificación: La validación del estado del RUT próximamente estará disponible.</string>\r\n\t\t<string>Regla:  FAK41, Notificación: EL contenido de este elemento no corresponde al Nombre y código válido.</string>\r\n\t\t\t<string>Regla: FAK40, Notificación: EL contenido de este elemento no corresponde a un contenido valido de la lista correspondiente</string>\r\n\t</ErrorMessage>\r\n\t<IsValid>true</IsValid>\r\n\t<StatusCode>00</StatusCode>\r\n\t< StatusDescription>Procesado Correctamente.</StatusDescription>\r\n\t<StatusMessage>La Factura electrónica SETT-60366, ha sido autorizada.</StatusMessage>\r\n\t<XmlBase64Bytes></XmlBase64Bytes>\r\n\t< XmlDocumentKey>2ef8c9fa29de0d63b9d215d1c139b41385830e2fdd7371693da038e48ce7dee6535e994e567d720550cd0a3656489376</XmlDocumentKey>\r\n\t<XmlFileName>C769D3C0-1C17-4F85-AD0A-4FE0093F3200</XmlFileName>\r\n</DianResponse>",
    "acceptance": null,
    "rejection": null,
    "details": [],
    "data": {
      "prefijo": null,
      "folio": 0,
      "DocumentNumber": null
    }
  },
  "message": "Request executed successfully",
  "hasError": false,
  "errorMessage": null,
  "requestId": "7e86f9bf-1a8b-49f6-bc61-27c4a6e92fd4"
}




If you do not find the CUFE, you will receive the following response:
	{
  "model": {
    "result": "OK",
    "idProcesoEmision": "81ac53d9-42b7-41df-a391-e4b0896f1819",
    "documento": "<?xml version=\"1.0\" encoding=\"utf-8\"?>\r\n<DianResponse xmlns:xsd=\"http://www.w3.org/2001/XMLSchema\" xmlns:xsi=\"http://www.w3.org/2001/XMLSchema-instance\">\r\n\t<ExtensionData />\r\n\t<ErrorMessage />\r\n\t<IsValid>false</IsValid>\r\n\t<StatusCode>66</StatusCode>\r\n\t<StatusDescription>TrackId no existe en los registros de la DIAN.</StatusDescription>\r\n</DianResponse>",
    "acceptance": null,
    "rejection": null,
    "details": [],
    "data": {
      "prefijo": null,
      "folio": 0,
      "DocumentNumber": null
    }
  },
  "message": "Request executed successfully",
  "hasError": false,
  "errorMessage": null,
  "requestId": "e123b6c9-e1f5-485c-8ff7-f2af2f98e4d2"
}



In case of any unknown error, the following response will be received:
	HTTP/1.1 500 InternalServerError
Content-Length: 354
Content-Type: application/json

{
  "message": null,
  "hasError": true,
  "errorMessage": "A problem occurred while processing your request, please contact Interbill Support and provide the generated RequestId.",
  "requestId": "1DE4FA7D-ACB2-45B3-B50F-A4DC4D387361"
}

	



[bookmark: _Toc134538579]Api FixNomina
[bookmark: _Toc134538580]Definition 
Check the status of an invoice in Radian events 
	Method
	POST

	Action 
	Create

	Request / Response Type
	Task<IHttpActionResult>

	URI Route (Example)
	https://api.cdcqa.origon.cloud/api/col/cfdi/ FixNominaDocs



Within the POST method, it will be necessary to receive the following Headers:
	Header
	Value

	Accept
	application/json

	Authorization
	Bearer {session token}

	Long
	Es-CO



[bookmark: _Toc134538581]Sample Request
	[245,5624,256]


	



The result of the POST request will result in a message indicating that the request was successfully executed, Example:
	



In case of any unknown error, the following response will be received:
	
{
  "message": "An error has occurred."
}

	



[bookmark: _Toc134538582]Appendix
[bookmark: _Toc134538583]Appendix A
Documentation with the definition of parameters for the El Salvador region
[bookmark: _MON_1688767720][image: ]
[bookmark: _Toc134538584]Appendix B
Documentation with the definition of parameters for the region of Colombia
[bookmark: _MON_1720883045][image: ]
[bookmark: _Toc134538585]Appendix C
Documentation with the definition of parameters for the Mexico region
[bookmark: _1701460284][image: ]
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